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Agenda
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 Text Scams
 Email Phishing
 Google Email Security Settings
 iPhone & Android Security Settings
 Malware
 AntiVirus Software
 Google Chrome Security Settings
 Managing  Your Passwords



Text Scams

On an Android or iPhone
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Text Scams
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 Samples of  Text Scams



How to Recognize & 
Report Spam Text Messages
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 Federal Trade Commission – Consumer Advice Article
 https://consumer.ftc.gov/articles/how-recognize-and-report-spam-text-

messages

https://consumer.ftc.gov/articles/how-recognize-and-report-spam-text-messages
https://consumer.ftc.gov/articles/how-recognize-and-report-spam-text-messages


Email Spam & Phishing

Regardless of email provider
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Email Spam
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 Samples of Email Spam



Email Spam – Phishing
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 Samples of Phishing – Account Information



Checking the Sender’s Address
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Common Phishing Tactics
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Different Types of Phishing Attacks

11



Quick Tips for Avoiding Phishing
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Security Settings for Gmail

Google Mail Account
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Google Mail Settings –
Filters & Blocked Addresses
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Filters and Blocked Addresses

15



Always Sign Out of Gmail Account
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iPhone & Android Security 
Settings
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Apple Tips
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 Tips



iPhone Settings – Blocking Contacts
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iPhone Settings – Managing Blocks
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iPhone Security Settings
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 Block phone numbers, contacts & emails on your Apple 
Devices

 https://support.apple.com/en-us/HT201229

https://support.apple.com/en-us/HT201229


Android Security Settings
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https://www.computerworld.com/article/3268079/android-settings-
security.html

https://www.computerworld.com/article/3268079/android-settings-security.html
https://www.computerworld.com/article/3268079/android-settings-security.html


Malware

Windows Computers
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Malware

24

 Software that is specifically designed to disrupt, damage 
or gain access to a computer system.



How Malware Spreads
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How to Prevent Malware
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Anti-Virus Software
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Anti-Virus Software
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 If you need to download anything, you should use an 
antivirus program to scan that download for malware 
before opening it.  Antivirus software also allows you to 
scan your entire computer for malware.

 Total AV
 Norton
 Bitdefender
 Webroot
 McAfee



Windows Defender – (Windows 11)
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 Advanced AntiVirus Software to defend against today’s 
cyberthreats.  Built into Windows 11, routinely updated, 
and no extra cost to you.  



Managing Passwords
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Using Different Passwords for Every Site
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 One Single Strong Password Isn’t Enough Anymore
 Use of Different Strong Password for Every Important 

On-Line Account
 Devise a Way to Manage Them All



Using Different Passwords for Every Site
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 If you use a Single Password everywhere,  a single leak of 
that password puts all your other accounts at risk

 Hacker breaches Service A’s security –
 Gets your Login ID, Password and Security Questions
 Now has access to Service B, C & etc.

 Phishing Email Messages Asking for Password
 Improper Use of Open Wi-Fi Hotspot



Tips for Strong Passwords
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 Eight to Twelve Characters Minimally
 One Uppercase Letter, Numbers and Special Characters
 Randomly Generated (i.e. By LastPass and other 

Password Manager Programs)



Google Chrome – Managing Passwords

34

 Log into your Google Account
 Click Account Icon (upper right corner)
 Click Manage Your Google Account
 Search Passwords
 Select Password Manager - Click Settings Icon



Google Password Manager - Settings
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Google Account – Password Checkup

36

 Log into your Google Account
 Click Manage Your Account
 Click Take Privacy Checkup
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